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Abstract

To improve people's quality of life (QoL), one of the most promising technologies is the Internet of Things
(1oT). Since of the variety of 10T settings, it is essential to address and analyse 10T security problems
since loT applications operate differently. To help developers and businesses identify timely and suitable
solutions to address particular dangers and provide the finest loT-based services, it would be helpful to
highlight the 10T security problems along with prospective and accessible solutions. It concluded that
the growing integration of 10T devices across industries and personal spaces amplifies security and
privacy concerns. This review outlined key challenges across loT architecture layers—sensing, network,
middleware, and application—and explored advanced solutions such as machine learning, blockchain,
and edge computing. Effective security demands intelligent, adaptive systems capable of identifying
threats and mitigating risks in real time. Emerging frameworks like lightweight replay attack detection,
deep learning for malware hunting, and memory-efficient key schemes demonstrate promising
directions. Continued research and innovation are essential to fortify 10T ecosystems and ensure secure,
resilient deployments in the face of evolving cyber threats.

Keywords; Internet of Things (IoT), 10T security issues, Machine learning, Blockchain, Edge
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INTRODUCTION

The development of a number of technological fields in recent years, including
wireless communications, embedded computing, broadband internet access, and
automated tracking and identification, has led to the introduction of intelligent
objects into our daily life. The term "Internet of Things" (IoT) describes how the
Internet is integrated with physical objects found in a variety of contexts, such as
smart homes, industrial operations, health monitoring, and environmental
monitoring [1]. In the 10T ecosystem, blockchain, cloud computing, Al, machine
learning, and humanitarian logistics are essential for increasing productivity,
security, and creativity. While humanitarian logistics makes use of 10T capabilities
to manage assistance distribution during catastrophes, blockchain guarantees safe
and transparent transactions between 10T devices. For smooth communication and
analysis of data produced by the Internet of Things, cloud computing offers scalable
processing and storage resources [2]. Across a wide variety of industries, including
healthcare, transportation, agriculture, and smart cities, machine learning and
artificial intelligence improve operational efficiency by enabling intelligent
decision-making, predictive analytics, and automation in the 10T ecosystem [3].
"The Information and Communications Technology (ICT)" sector is anticipated to
rely heavily on it in the years to come. Businesses may get a competitive edge in
the ICT sector by using the potential of 10T technology, which has the potential to
improve decision-making, user experiences, and operational efficiency [4].

In loT-enabled contexts, identifying security threats and creating solutions
requires more time and effort. Because everything is connected to the Internet, there
are many security issues that the Internet of Things has brought to light. Concerns
around end-user privacy are also present.
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A lack of technical improvements and the presence of a
security problem are the primary reasons why the growth of
10T has stagnated [5]. Thus, despite all of its sophisticated
information sharing features, the Internet of Things is a
security-flawed idea. For broad and successful adoption, it
is thus preferable to take the right actions in its early stages,
i.e., providing security, before future development. For loT
applications, security and privacy are crucial concerns. As
the 10T has expanded throughout the country and changed
people's lives, the demand for privacy and security has
increased and become a significant concern [6].

Internet of Things and its importance

The Internet of Things (10T) is a network of physical objects,
including appliances, vehicles, and devices, that are
equipped with sensors, software, and network connectivity.
This enables them to collect and exchange data [7]. loT
devices, which are also referred to as "smart objects,"”
encompass a wide variety of technologies, including
straightforward “smart home" devices such as smart
thermostats, wearables such as smartwatches and RFID-
enabled apparel, and intricate industrial apparatus and
transportation systems. Technologists are even imagining
the creation of entire "smart cities" that are predicated on loT
technologies. These smart devices are capable of
communicating with one another and with other internet-
enabled devices on the basis of the Internet of Things. The
establishment of a vast network of interconnected devices
that can exchange data and perform a variety of tasks
autonomously, similar to smartphones and gateways [8].

Better Decision Making: The data that devices can obtain
from a variety of sources is substantial due to the presence
of multiple sensors. This provides them with a greater
amount of information to work with when interpreting the
data they receive. Smartphones is an excellent illustration.
Based on your age, location, and activity, the device
automatically monitors your behaviours on its interface and
provides recommendations. Various activities can also be
monitored by the phone. This encompasses the sleep
patterns, power consumption, and screen time that users
spend each day. Companies that manufacture smartphones
are receiving vast quantities of data on a daily basis in order
to enhance their respective capabilities. Companies are able
to promptly identify their strengths and vulnerabilities by
observing trends in the utilisation of their devices, which is
brought about by the continuous inundation of big data. It is
impossible to achieve this understanding without the
assistance of embedded sensors and processors that analyse
the data [9].

Real-time Tracking and Monitoring: Web-based
monitoring and tracking solutions have a lot of promise. 10T
monitoring offers an effective way to keep an eye on and
track anything, including shipping containers, stolen
products, and car fleets. Certain gadgets are even able to
detect environmental changes. The efficiency of businesses
may be greatly increased by IoT trackers in a variety of
sectors. For the business, a breakdown in these items may
result in massive losses. In order to provide optimal services,
loT-based trackers must be dependable [10].

Automation: The ease of loT is a major factor in its
creation. Intelligent gadgets that automate routine operations
free up human time for other pursuits. In the end, people's
workloads are reduced by these gadgets. With smartphones,
we can communicate with individuals across the globe. To
save ourselves typing, we may even utilise dictation and plan
when to send messages. There are also smart refrigerators.
Consider having one that can identify when food is nearing
expiration and alert the owner to consume it before it's too
late. When the milk is almost gone, the smart refrigerator
may even recognise it and place an automated order for
more. Another example would be a self-driving automobile
that connects to the Internet to determine the fastest way to
get there. This is the pinnacle of human convenience. 10T
has a huge amount of space for innovation [11].

Security challenges in 10T

The Rise of Botnets: The number of botnet assaults has
increased recently. Among 10T devices, botnets are
networks of computers infected with malicious software that
are managed collectively without the owners' knowledge.
When malevolent hackers take control of internet-connected
devices remotely and exploit the data they get for illicit
activities, a botnet is created. It is possible for a hospital or
other organization's computer network equipment to be
included into a botnet without the management's knowledge.
The majority of organisations, including the hospital, do not
have real-time security solutions to monitor botnets, which
is the issue [12].

The large volume of 10T Devices: Experts in cybersecurity
have spent the last several years mostly defending computers
and mobile devices. However, both public and private
organisations now have a large number of loT devices.
Currently, there are around 7 billion gadgets in use, and by
2020, that figure may rise to 20 billion. More 10T devices
translate into more security flaws, which makes things
harder for security professionals [13].
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Lack of Encryption: One of the main loT security issues is
encryption, even if it's a wonderful way to prevent hackers
from accessing data. These Internet of Things devices may
not have the same processing and storage capacity as a
conventional computer. As a consequence, there is a rise in
attacks where hackers may simply alter the algorithms that
are intended to provide safety and security [14].

Outdated Legacy Security: The interdependencies of older
systems are another issue. Older technology don't appear to
fit in with an organisation that has more and more loT
devices. In the event of a breach in a single 10T device, an
integrated older system without contemporary security
requirements may be violated [15].

User’s Privacy: It's crucial for businesses to safeguard user
data, which includes information on both internal and

external users. Since many employees are using 10T devices
that their companies offer, this is a matter for worry. An
enterprise's reputation would suffer if there was a breach and
data was exposed. Given these issues, one of the most
important 10T security issues that has to be resolved is
privacy.

IoT Financial Breaches: There is often a chance that
hackers might access sensitive data and steal money when a
bank or other organisation uses Internet of Things devices
for electronic or e-payments. These days, a lot of businesses
are using blockchain or machine intelligence to stop
financial fraud before it starts. However, not all businesses
or organisations have used this method. Fig. 1 summarises
the categories of 10T security attacks [16].

Attacks on loT

security
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Figure 1 Classification of 10T attacks [16]

Solutions to the Security Challenges in the 10T
In Table 1, the suggested solutions are categorised and
explored as follows:

Trust management: Internet of Things (loT) security
necessitates effective trust management. The critical
function of trust administration in the loT-based system.
People can overcome the hazards and uncertainty associated
with the 10T by implementing trust management. Security
and privacy are both factors that contribute to the concept of
trust. The perception of trust that users have when
communicating in the Internet of Things is defined by their
emotional responses. In other words, users are entitled to
manage their services at any time and from any location, and
they are provided with devices that assist them in
comprehending their interactions with 10T systems.

Furthermore, they remark that effective management can
foster trust in the Internet of Things.

Authentication: There is potential for the development of
numerous authentication models for the Internet of Things
(10T) to enhance security and privacy services. By means of
a security token, a gateway, a trust chain, or a global trust
tree, the models may authenticate. This is to say that each
model has its own advantages and disadvantages.

Privacy Solutions: The literature identifies a number of
remedies to privacy concerns. Each user ought to have the
resources necessary to handle their data. The notion of
privacy by design refers to the fact that privacy concerns are
taken into consideration throughout the design process.
There is also the transparency principle. Transparency in the
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context of 10T implies that consumers must be aware of the
organisation or body that is handling their data, as well as
how and when it is being used. Therefore, in order to
strengthen privacy, transparency regulations need to be
implemented. Another alternative that has been suggested is
data management.

Secure Communication: To handle secure communication,
a number of protocols have been developed for Internet of

Things systems. For example, the Internet of Things
protocol stack may be connected to a traditional Internet host
to create an extended Internet, allowing for the use of
different security solutions that are already in place. Secure
communication protocols by offering solutions for loT
communication security that are based on symmetric and
asymmetric pre-distributed keys.

Table 1 Classification of the proposed solutions [16]

S. No. Problem Proposed solution
1 The risks and uncertainty involving the | 10T risks and uncertainties may be mitigated with the use of trust
loT management. For security and privacy, each device must have faith in
the other throughout communication.
2 The wvulnerability of authentication | There are many IoT authentication approaches that may aid with
schemes makes them remain insecure | privacy and security.
in its protection of user privacy

3 Lack of privacy consideration in the | In order to protect sensitive information from the public domain,

design of the 10T devices assist users in acquiring the necessary tools to manage their own data
privately.

4 Lack of policy enforcement role Security for the Internet of Things (IoT) through software. It offers a
security architecture solution for the purpose of monitoring and
controlling the environment.

5 Fault-tolerant security challenge Help the gadget protect itself against threats and network outages.
Encouraging ethical and safe usage

6 Lack of adequate loT protocol for | The Internet of Things protocol stack may work with traditional

secure communication Internet hosts to provide an expanded Internet that allows for safe
communication using a variety of current security methods.

LITERATURE REVIEW

(Lu, 2023) [4] With its ability to bring automation and
intelligence to a wide range of application areas, the Internet
of Things is becoming a global trend that offers both security
issues and benefits. It is used in a number of industries,
including as smart cities, home automation, smart grids, and
healthcare. Cyberattacks, data breaches, and other
malevolent actions are more likely to occur as the number of
loT-connected devices rises. In order to safeguard the data
being sent, it is imperative that secure protocols and
encryption techniques be used. In this study, 10T security
vulnerabilities are identified and summarised. ldentifying
common security and privacy concerns is covered after a
discussion of security risks across the various loT
architectural levels. The topic of security countermeasures is
also covered.

(Mazhar et al., 2023) [17] This study examines 10T security
intelligence from all possible perspectives. Using machine
learning and deep learning to extract information from raw
data is a novel way to defend IoT devices from various
threats. In light of our results, we conclude by talking about
pertinent research questions and possible future directions.

In order to protect 10T devices and identify attack trends in
unstructured data, this article looks at machine learning and
deep learning. In light of these discoveries, we talk about the
difficulties that researchers encounter and possible future
paths for this field of study. The material on this website may
be used as a technical resource and reference by anybody
interested in cybersecurity or the Internet of Things.

(Rekha et al., 2023) [18] The work progress of I0T is
examined in this research, which also identifies and briefly
addresses various safety issues and concerns that need to be
identified. Consideration must be given to dependable and
useful 10T protection in order to safeguard information
privacy, professionalism, honesty, encryption, intrusion
detection, and recognition capabilities, as well as
adaptability, interoperability, and usability. New loT
methods from the scientific, educational, and industrial
sectors are presented and addressed in terms of specific
realities by examining some of the recent loT research.
Developing and implementing appropriate 10T applications
that can guarantee honesty, security, and integrity in linked
situations is crucial, based on the findings of this paper.
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(Ali et al., 2021) [19] A new paradigm in technology, the
Internet of Things (loT), sometimes referred to as the
Internet of Everything, is a global network of linked devices.
Information technology (IT) gains a new dimension with the
Internet of Things (IoT), allowing devices to connect with
other equipment and people. The IT sector and researchers
created a variety of 10T systems and devices. 10T principles
may be used and implemented in a variety of ways. 10T is
becoming more intentional with concepts like smart cities
and smart homes, which raises security issues. Gathering
reported security vulnerabilities, classifying them, and
offering ways to address those 10T security issues are the
goals of this article.

(Azrour et al., 2021) [20] These days, a wide range of
industries, including the home, healthcare,
telecommunications, environment, construction, water
management, and energy, employ the new loT technology.
Computers, laptops, and mobile devices are not the same as
Internet of Things technology, which uses embedded
devices. Security is becoming more important for loT
systems because of the exchange of personal data produced
by sensors and the potential to merge the real and virtual
worlds. 10T also necessitates the use of lightweight
encryption methods. In order to guide authentication
procedures and establish a secure 10T service, this article
aims to highlight the security problems and critical concerns
that are anticipated to develop in the loT environment.

(Mehdipour, 2020) [21] Although the Internet of Things
(1oT) is expanding rapidly, privacy and security flaws are
the main obstacles to its widespread use. Traditional security
and privacy methods are not relevant to the Internet of
Things (10T) because to its decentralised architecture and the
resource limitations of most of its components. Secure
interaction and communication across many devices is
feasible, but it may be costly, time-consuming, and
complicated. The present security models, which are mostly
centralised, must be replaced with new ones. An overview
of the layers and components of the loT architecture,
security problems and difficulties at various levels, some
solutions, and future perspectives are given in this article.

(HaddadPajouh & M. Parizi, 2019) [22] This article offers a
thorough analysis of 10T security concerns, constraints,
specifications, and existing and prospective fixes. In order
to define security attributes and needs for each layer, the
study expands on a taxonomy that uses the three-layer 10T
architecture as a guide. This survey's primary contribution is
the architectural classification of prospective 10T security
threats and issues. In order to help readers better understand

how to address and implement best practices to avoid the
current 10T security dangers on each tier, 0T security issues
and solutions are then further categorised by the layered
architecture.

(Aldowah et al., 2019) [23] This study summarises the
security risks and difficulties that need to be taken into
account after reviewing the advancements in 10T research.
Aside from heterogeneity, scalability, and availability,
effective and functional security for the Internet of Things is
necessary to provide data privacy, confidentiality, integrity,
authentication, access control, and identification. Taking
these realities into account, new loT solutions from the
technical, academic, and industrial sides are presented and
explored by evaluating some of the most recent l0T research.
According to the study's conclusions, it is necessary to
develop and implement suitable loT solutions that can
provide integrity, confidentiality, and anonymity in diverse
settings.

CONCLUSION

In conclusion, the rapid proliferation of 0T devices across
industries and personal applications has significantly
amplified security and privacy concerns. This review has
provided a comprehensive taxonomy of loT security
challenges across the Application, Network, and Edge
layers, emphasizing the necessity of layered protection
strategies. Effective 10T security demands a deep
understanding of system architecture and potential
vulnerabilities at each level, including the sensing, network,
middleware, gateway, and application layers. Cyberattacks
targeting these layers necessitate adaptive, intelligent
defenses such as machine learning and deep learning-based
models that utilize loT-specific data attributes for threat
detection and mitigation. Emerging technologies like
blockchain and edge computing offer promising solutions to
enhance security, reduce latency, and protect user privacy.
Notable advancements such as lightweight replay attack
detection frameworks for healthcare, RNN-based malware
threat hunting, and MEMK schemes for secure data
transmission illustrate the ongoing efforts to address specific
security needs. Tools like loT Scanner further aid in
identifying and mitigating privacy threats in localized 10T
networks. Despite these innovations, considerable research
gaps remain, particularly in balancing security with resource
constraints and interoperability. Continued interdisciplinary
research is essential to develop robust, scalable, and efficient
solutions that can secure the evolving landscape of loT
ecosystems against increasingly sophisticated cyber threats.
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