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Abstract

Recruitment fraud in India has emerged as a significant challenge, impacting job seekers and
organizations. These frauds include phishing scams, fake job postings, identity theft, and unauthorized
access to sensitive data, often leveraging the gaps in digital recruitment processes. This study aims to
identify the common types and underlying causes of recruitment-related cybercrimes in India, focusing
on the vulnerabilities within the recruitment ecosystem. The research explores the role of Human
Resource Management (HRM) practices in addressing these challenges by implementing preventive
measures, such as robust verification protocols, secure job portals, and increased candidate awareness.
It highlights how HRM strategies can mitigate risks by integrating cybersecurity measures, adhering to
legal and ethical standards, and fostering transparency throughout the recruitment process. Based on
an analysis of real-world cases and secondary data from government sources, such as the Ministry of
Labour and Employment and CERT-In and industry reports, this study explores strategies to safeguard
recruitment processes. The findings underscore the importance of collaboration between HR and IT
teams, adherence to data protection regulations, and the adoption of advanced cybersecurity measures.
By bridging the gaps in existing recruitment practices, this research aims to provide actionable insights
for organizations to create a secure, transparent, and trustworthy recruitment ecosystem in India.

Keywords; Recruitment frauds, Cybercrime in recruitment, Ethical Recruitment, Cybersecurity in
HRM, Online job scams.

INTRODUCTION

Recent years have seen a dramatic change in recruitment procedures due to the
development of new technologies and the increased use of digital platforms.
Although recruiting has become more accessible and efficient as a result of these
developments, there has been a concerning increase in recruitment-related scams
that have affected both employers and job seekers. These frauds, which include
identity theft, phishing schemes, and phony job offers, jeopardize candidates'
financial and personal safety in addition to damaging the businesses' reputations.
Thousands of people and businesses are impacted by recruitment fraud every year
in India, where the labour market is competitive and dynamic.

Recruitment fraud is a complex problem with roots in both individual lapses and
systemic vulnerabilities. On the one hand, the quick digitization of hiring
procedures has given hackers a chance to take advantage of holes in security and
technology. However, the issue has been made worse by candidates' ignorance and
organizations' poor due diligence. To swindle job searchers monetarily or obtain
sensitive personal information, scammers frequently pose as recruiters, build phony
job portals, or trick job seekers by promising them lucrative employment
possibilities.

Human Resource Management (HRM) practices play an essential role in
overcoming these challenges. As the custodians of recruitment procedures, human
resources professionals are responsible for putting policies in place that expedite
the hiring process and protect it from fraud.
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Strong verification procedures, safe employment portals,
programs for educating candidates, and cooperation with
cybersecurity teams to improve system resilience are all
examples of this. But despite these initiatives, the growing
complexity of fraud strategies calls for HR departments to
take a more thorough and proactive approach.

The ramifications of recruitment fraud are extensive for all
stakeholders. Job seekers may suffer severe financial losses,
psychological suffering, and an erosion of trust in the
employment market as a result of falling for such scams.
Recruitment fraud may cause firms to lose confidence in
potential applicants, face legal issues, and suffer reputational
harm. Furthermore, by compromising the integrity of the
hiring environment, these scams have an impact on the
labour market as a whole.

This problem takes on a special dimension because of the
Indian environment. India is especially susceptible to
recruiting fraud due to its sizable workforce and growing gig
economy. Fraudsters have flourished due to the vast number
of job searchers, the growth of uncontrolled employment
portals, and the lax implementation of cybersecurity
regulations. Although there is still more to be done,
government measures like the Ministry of Labour and
Employment's warnings and the bolstering of cybercrime
laws have made significant progress in tackling this
problem.

This research aims to explore the common types and causes
of recruitment fraud in India, evaluate the role of HRM
practices in mitigating these risks, and propose actionable
strategies for ethical and secure recruitment processes. By
examining real-world cases and analysing data from credible
sources, this study seeks to provide insights that can guide
organizations in safeguarding their recruitment practices and
restoring trust in the hiring ecosystem.

OBJECTIVE
1. To identify the common types and causes of
recruitment fraud in India.
2. To examine the role of HRM practices in preventing
and addressing recruitment-related cybercrimes.
3. To propose best practices and strategies for ethical
and secure recruitment processes.

RESEARCH METHODOLOGY

The research methodology for this study combines
qualitative and quantitative approaches to analyse
recruitment fraud in India and the role of HRM practices in
mitigating it. Data collection involves reviewing secondary

sources, including government reports, academic journals,
industry publications, and case studies on recruitment fraud.

Analysis and Discussion
1. Types and Causes of Recruitment Frauds in India

Recruitment frauds in India have become increasingly
sophisticated, taking various forms that exploit the
vulnerabilities of both job seekers and organizations.
Understanding the types and causes of these frauds is
essential for addressing this growing concern effectively.

Types of Recruitment Frauds

i Fake Job Portals — Fraudsters create counterfeit
websites mimicking legitimate job portals to collect
registration fees or personal data from job seekers.
Victims are often lured with promises of lucrative
job offers. The Ministry of Labour and
Employment has warned about unauthorized
portals masquerading as government-approved
platforms.

ii. Phishing Scams - Cybercriminals send fake
emails or messages impersonating reputed
companies, asking candidates to submit application
fees or sensitive information like bank details.
CERT-In reports show a significant rise in phishing
attacks targeting recruitment processes.

iii. Identity Theft — Fraudsters steal personal
information from resumes or online applications to
commit financial fraud or sell the data to third
parties.Instances of stolen identities used to apply
for loans have been reported in cases flagged by the
Reserve Bank of India.

iv. Fake Recruitment Agencies — Unscrupulous
individuals set up fraudulent agencies, charging
exorbitant placement fees without providing actual
jobs.Reports from NASSCOM highlight several
such agencies operating in metropolitan areas.

v. Job Offer Scams — Victims receive fake offer
letters demanding security deposits or onboarding
fees. These scams often target fresh graduates eager
for employment.IT companies like Infosys and
Wipro have issued public notices cautioning job
seekers about fake job offers in their name.

Vi. Overseas Job Fraud — Scammers promise high-
paying jobs abroad and charge candidates for visa
processing, only to disappear with the money.MEA
advisories frequently warn against unauthorized
agents offering overseas employment.
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Causes of Recruitment Frauds

The proliferation of Digital Platforms — The
rapid digitalization of recruitment processes has
created opportunities for fraudsters to exploit
unregulated or unsecured platforms.

Lack of Awareness — Many job seekers are
unaware of how to verify the authenticity of job
offers, making them easy targets for scammers.
Inadequate = Cybersecurity =~ Measures  —
Organizations often lack robust cybersecurity
protocols, leaving their recruitment systems
vulnerable to phishing and data breaches. The
Indian Computer Emergency Response Team
(CERT-In) highlights gaps in organizational
cybersecurity preparedness.

Unregulated Job Market — The high demand for
jobs, especially in urban areas, has led to the rise of
unauthorized placement agencies and fake portals.
Desperation Among Job Seekers — The
competitive job market and unemployment rates
compel individuals to take risks, such as paying
upfront fees for jobs.

Vi. Weak Enforcement of Laws — While cybercrime
laws exist, their enforcement is often slow or
ineffective, allowing fraudsters to operate with
impunity. Studies from the National Law
University suggest that outdated recruitment
regulations contribute to the issue.

2. Impact of Recruitment Frauds

From 2020 to 2024, recruitment frauds in India have seen a
significant increase, reflecting broader trends in cybercrime.
The following data highlights the scale of recruitment-
related frauds during this period:

Yearly Breakdown of Cyber Fraud Cases and Losses

Table 1 Fraud cases registered during the past 5 years

Year Number of Complaints
2019 26,049
2020 257,777
2021 4,52,414
2022 9,66,790
2023 15,56,218
2024 (Jan-Apr) 7,40,957
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Figure 1 Graph showing the number of fraud cases registered during the last 5 years

The above graph represents the rapid increase in the number
of complaints over the years from 2019 to 2024.

The number of complaints was relatively low at
26,049 in 2019.

Source: Federal Bureau of Investigation's (FBI) Internet Crime Complaint Center (IC3) annual reports

e  Asharp rise was observed in 2020, showing nearly
a 10-fold increase from the previous year.

The total number of complaints registered in the first four
months of 2024 alone indicates a substantial rise in reported
cases compared to previous years.
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Financial Impact of Recruitment Frauds

e Investment Scams

In 2023, over %3,216 crore was lost due to investment scams

from approximately 100,360 complaints.

These scams accounted for losses of 31,616 crore from
approximately 63,481 complaints in the first nine months of

2024.

According to the National Career Services (NCS) under the

Ministry of Labour & Employment, several entities have

In the first four months of 2024, trading scams resulted in

Trading Scams

losses 0of 1,420 crore across about 20,043 cases.

Digital Arrest Frauds

been blacklisted for engaging in fraudulent recruitment
practices. These entities were found to have misled job
seekers through false job offers, excessive placement fees,
and other unethical practices. Organizations must stay
informed and avoid engaging with these blacklisted entities
to ensure ethical recruitment processes and protect job

seekers from exploitation.

Table 2 Blacklisted Entities

“Blacklisted Entities
S. No. Name Location Blacklisted Date
1 Always International North West, Delhi 25-Nov-20
2 Amarpali Services Limited North Twenty-Four Parganas, West Bengal 24-Feb-22
3 Ams Enterprises Limited South, Delhi 18-Nov-20
4 AMU Consultancy Surat, Gujarat 31-May-21
Ans Data Typing and Software Solutions (OPC)
5 Private Limited East, Delhi 07-Jan-21
6 Apex Solution Kolkata, West Bengal 08-Mar-22
7 Asian Retail Ventures Delhi, New Delhi 18-Aug-23
8 Avantika Information Technology Mumbai, Maharashtra 02-Feb-22
9 Avcon Enterprises Kolkata, West Bengal 08-Mar-22
10 Bharti Enterprises Lalitpur, Uttar Pradesh 11-Dec-20
11 Breeze Fender Pvt Ltd Hapur, Uttar Pradesh | oo
12 Cisco aqua Patna, Bihar 10-Feb-21
13 Cosmo Enterprises Patna, Bihar 13-Oct-20
14 Credence Tie-up Opc. Pvt. Ltd. Dhanbad, Jharkhand 05-Jan-21
15 D | L Enterprises East, Delhi 04-Nov-20
16 D S Enterprises East, Delhi 05-Nov-20
17 Data Professional Serviced Enterprises Bijapur, Chhattisgarh 08-Dec-20
18 Data Solution Enterprises Saharanpur, Uttar Pradesh 14-Dec-20
19 Datasolution Services Basti, Uttar Pradesh 28-Nov-20
20 Dfl Enterprises New Delhi, Delhi 04-Nov-20
21 Dfs Enterprises East, Delhi 20-Nov-20
22 Dfsi Enterprises East, Delhi 05-Nov-20
23 Diamond Limited East, Delhi 02-Nov-20
24 Digital Shiksha And Rojgar Vikas Santhan Tonk, Rajasthan 13-Oct-20
25 Dial Enterprises East, Delhi 20-Nov-20
26 DIt Tie-up Enterprises East, Delhi 28-Jan-21
27 Drpm Indus Con Care Private Limited Kolkata, West Bengal 24-Nov-20
28 Expodian Educational And Welfare Trust South, Delhi 23-Oct-20
29 Five Vision Promoters Private Limited Ghaziabad, Uttar Pradesh 31-Jul-23
30 Fpl Enterprises East, Delhi 10-Nov-20
31 Jeevan Welfare Foundation Chandrapur, Maharashtra 12-Oct-20
32 Jubilant FoodWorks Limited Gautam Buddha Nagar, Uttar Pradesh | = ------mommmee
33 Kalyani Global Power Patna,Bihar 09-Feb-21
34 Kalyani Solar Power Purbi Singhbhum, Jharkhand 02-Mar-21
35 Kalyani solar power Bareilly Uttar Pradesh =~ | —-ememmemeeeee
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36 Kaz Stroy Jagatsinghapur, Odisha 22-Sep-20
37 Kaz Stroy India Gurugram (Gurgaon), Haryana 22-Sep-20
38 Kaz Stroy India Projects Gurugram (Gurgaon), Haryana 22-Sep-20
39 Kulchand Awadhlal Foundation Patna, Bihar 17-Dec-20
40 Legal Professional Ghaziabad, Uttar Pradesh 04-Dec-20
41 Lexus Ghaziabad, Uttar Pradesh 09-Jun-22
42 Life Pure Patna, Bihar 24-Feb-22
43 Linux Information Technology Mumbai, Maharashtra 04-Mar-22
44 Loan Issue Income Tax Gst Udyog Aadhar Expert Pashchimi Singhbhum, Jharkhand 19-Oct-20
45 M/S Sbn Network Pvt. Ltd. Bokaro, Jharkhand 20-Nov-20
46 M/S Snds Ltd Jabalpur, Madhya Pradesh 20-Nov-20
47 Mark It Career Nashik, Maharashtra 22-Dec-21
48 Mauli Foundation Thane, Maharashtra 08-Jun-22
49 Mncs Data And Credit Solutions Private Limited East Delhi, Delhi 24-Apr-21
50 Ndss Finserv Servises Ghaziabad, Uttar Pradesh 28-Nov-20
51 Osmose Technology Private Limited Pune, Maharashtra 12-Oct-20
52 Powergen India Gurugram (Gurgaon), Haryana 19-Oct-20
53 Pro Services Sundargarh, Odisha 11-Dec-20
54 Professional Services Virudhunagar, Tamil Nadu 07-Dec-20
55 Relemac Technologies Private Limited New Delhi, Delhi 11-Mar-22
56 Retailez Private Limited Ghaziabad, Uttar Pradesh 14-Aug-23
57 S D Enterprises East, Delhi 19-Oct-20
58 S D | Enterprises North, Delhi 10-Nov-20
59 S Data Entry And Software Solution Enterprises Saharanpur, Uttar Pradesh 28-Nov-20
60 S Diamond International Marketing Limited East, Delhi 27-Oct-20
61 S Group Enterprises East, Delhi 02-Nov-20
62 Sa Enterprises East, Delhi 02-Nov-20
63 Sa Limited East, Delhi 19-Oct-20
64 Sabir Breaking News Network Private Limited East, Delhi 21-Sep-20
65 Sabir Group Of Companies East, Delhi 30-Sep-20
66 Sabir N D S Nidhi Limited East, Delhi 14-Sep-20
67 Sabir Soap Private Limited East, Delhi 30-Sep-20
68 Sabers South West, Delhi 19-Oct-20
69 Service Kangra, Himachal Pradesh 28-Dec-20
70 Sbnn Pvt. Ltd East, Delhi 20-Nov-20
71 Sdi Marketing Limited Lucknow, Uttar Pradesh 24-Dec-20
72 Sdim Limited East, Delhi 19-Oct-20
73 Seema Csc Centre Sahibzada Ajit Singh Nagar, Punjab 04-Jan-21
74 Sfts Educare Private Limited Kolkata, West Bengal 11-Jan-21
75 Sk Financial Services Shamli, Uttar Pradesh 28-Nov-20
76 Sky Lark Dying Pvt Ltd Gautam Buddha Nagar, Uttar Pradesh 08-Mar-22
77 Skylark Kolkata, West Bengal 05-Jan-22
78 Skylaark Pvt Ltd Kolkata, West Bengal 05-Jan-22
79 SM Legits Karimnagar, Telangana 04-Sep-23
80 Snds Enterprises East, Delhi 20-Nov-20
81 Somani Jewels &Amp; Crystals Private Limited Ahmedabad, Gujarat 27-0ct-20
82 Sreekarayil Chits (India) Limited Tiruppur, Tamil Nadu 14-Sep-20
83 Star Rainbow L.ife Patna, Bihar 09-Oct-20
84 Superdata Services Saharanpur, Uttar Pradesh 28-Nov-20
85 Techno Impact Solution Kolkata, West Bengal 01-Jan-21
86 Tejas Great Global Industries Purbi Singhbhum, Jharkhand 03-Aug-23
87 tenda Information technology Hapur, Uttar Pradesh | -
88 Toubro Information Technology Mumbai, Maharashtra 24-Mar-22
89 Utmios-solution South, Delhi 16-Dec-20
90 Xzent Aqua Private Limited Patna, Bihar 06-Jul-23
91 Yadunandan Co-Operative Society Trust Patna, Bihar 29-Jan-21
92 Yashiz marketing Pvt Itd Ahmedabad, Ahmedabad | = ----meeeeeee-

Source:https://www.ncs.gov.in/Pages/FraudEmployers.aspx”
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3. Role of HRM Practices in Combating Recruitment
Frauds

Human Resource Management (HRM) is pivotal in
safeguarding recruitment processes against fraud. By
implementing comprehensive and ethical practices, HR
departments can address vulnerabilities and ensure a secure
and trustworthy hiring environment. Here are some critical
ways HRM practices contribute to combating recruitment
fraud:

i Robust Candidate Verification Processes - HR
departments must conduct thorough background
checks and wvalidate credentials to ensure
candidates' authenticity. This includes verifying
educational qualifications, employment history,
and identity through authorized third-party
services.

ii. Secure Recruitment Platforms - HRM should
prioritize secure digital platforms for job postings
and applications. Adopting technologies with
strong encryption and two-factor authentication
prevents unauthorized access and data breaches.

iii. Educating Job Seekers - HR professionals can
play a proactive role in educating job seekers about
recruitment fraud. This involves providing
information on identifying fake job offers,
verifying recruiter credentials, and avoiding
suspicious payment demands.

iv. Collaboration with IT and Cybersecurity Teams
- HR departments must collaborate with IT teams
to enhance the security of recruitment systems.
Implementing firewalls, anti-phishing measures,
and regular audits can significantly reduce the risk
of cybercrimes in hiring processes.

V. Monitoring and Reporting Mechanisms -
Establishing mechanisms to monitor and report
fraudulent activities is essential. HR teams can set
up grievance redressal systems where victims of
fraud can report incidents for swift action.

Vi. Compliance with Legal and Ethical Standards -
HRM must ensure adherence to laws such as the IT
Act and data protection regulations. Transparent
policies regarding data usage and applicant privacy
enhance trust and mitigate risks of exploitation.

Vii. Training and Awareness Programs - Regular HR
team training sessions on identifying and
mitigating  recruitment  fraud can  build
organizational resilience. Additionally, awareness

campaigns targeting potential candidates can

prevent them from falling prey to scams.

Partnering with Government and Industry

Bodies - HR departments can collaborate with

organizations like NASSCOM and CERT-In to

access resources and insights on combating fraud.

Partnering with government agencies helps in

aligning practices with national-level anti-fraud

initiatives.

iX. Ethical Recruitment Practices - Ensuring
transparency and fairness throughout the
recruitment process deter fraudsters. To maintain
credibility, HR should establish clear guidelines for
job advertisements, offer letters, and payment
structures.

X. Leveraging Technology - HRM can leverage
artificial intelligence and machine learning tools to
detect unusual patterns in applications or system
access. Predictive analytics can identify potential
risks before they escalate.

viii.

By adopting these strategies, HRM can effectively mitigate
recruitment fraud, protect organizational reputation, and
enhance candidate trust. These practices ensure a robust
hiring ecosystem that aligns with ethical and legal standards,
contributing to a secure and fraud-free recruitment
landscape.

4. Regulatory and Legal Frameworks in India

India has a well-established legal and regulatory framework
aimed at curbing recruitment fraud and safeguarding both
job seekers and employers. These frameworks encompass
various laws, regulations, and initiatives that address issues
like fraudulent job advertisements, identity theft, and data
breaches. Here is an overview of key regulatory and legal
mechanisms:

i Information Technology Act, 2000 (IT Act)

The IT Act is the primary legislation governing cyber-crimes
in India, including frauds related to online recruitment.
Sections 66D (cheating by impersonation using a computer)
and 43 (unauthorized access to computer systems) are
particularly relevant to recruitment frauds. Punishments
include imprisonment and fines for individuals or entities
engaging in fraudulent online activities.

ii. Indian Penal Code, 1860 (IPC)

The IPC addresses crimes involving cheating, forgery, and
misrepresentation, which are common in recruitment frauds.
Section 420: Cheating and dishonestly inducing delivery of
property. Section 468: Forgery for cheating. Section 471:
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Using forged documents as genuine. Severe punishments,
including imprisonment and financial penalties.

iil. Consumer Protection Act, 2019

Protects job seekers from unfair practices and ensures they
receive genuine services from recruitment agencies.
Misleading advertisements or fraudulent promises by
recruitment agencies can be challenged under this act.
Victims can seek compensation through consumer courts.

iv. Companies Act, 2013

Regulates corporate conduct, including ethical recruitment
practices by organizations. Ensures that companies maintain
transparency in recruitment and avoid unethical practices
that may harm candidates or the corporate image.

V. The Employment Exchanges (Compulsory
Notification of Vacancies) Act, 1959

Ensures transparency and accountability in the recruitment
process by requiring employers to notify vacancies to
employment exchanges. Primarily targets public sector
recruitment but sets a benchmark for ethical hiring practices.

vi. Cybercrime Reporting and CERT-In

The Indian Cyber Crime Coordination Centre (14C) and the
Indian Computer Emergency Response Team (CERT-In)
work to monitor and address cybercrimes, including
recruitment-related scams. CERT-In provides advisories on
phishing scams and fraudulent recruitment practices. 14C
facilitates reporting of cybercrimes through its portal:
cybercrime.gov.in.

vii. Employment (Prohibition of Unfair Practices)
Bills

Various state governments have introduced draft bills to
curb unfair recruitment practices, including exploitation by
fake recruitment agencies.

viii. Guidelines by NASSCOM

The IT industry body promotes ethical recruitment practices
and provides resources for identifying and addressing fraud.
Collaboration with organizations to create awareness and
establish fraud-resistant systems.

iX. Data Protection and Privacy (DPDP) Act, 2023

Ensures the protection of personal data of job seekers shared
during the recruitment process. Employers are mandated to
handle personal information responsibly and securely,
reducing the risks of data misuse.

5. Best Practices for Ethical Recruitment

i. Transparency in  Job  Advertisements:
Communicate job roles, responsibilities, and
employment terms to avoid ambiguity.

ii. Thorough Candidate Screening: Implement
comprehensive background checks and verification
processes for all candidates.

iii. Fair Compensation and Benefits: Offer fair and

competitive  compensation  while  ensuring
transparency in salary negotiations.
iv. Secure  Communication  Channels:  Use

encrypted and verified communication platforms to
prevent phishing and data breaches.

V. Data Privacy Compliance: Adhere to data
protection laws and secure candidate information
against misuse.

Vi. Candidate Feedback Mechanisms: Provide
candidates with clear feedback throughout the
recruitment process to foster trust.

Vii. Anti-Fraud Policies: Establish and enforce clear
anti-fraud policies and guidelines for recruiters and
hiring managers.

viii.  Training and Education: Conduct regular
training sessions for HR staff to identify and
prevent recruitment fraud.

iX. Grievance Redressal Systems: Create accessible
channels for candidates to report fraudulent
practices.

X. Continuous Monitoring and Audits: Regularly
review and audit recruitment processes to identify
and address vulnerabilities.

CONCLUSION

Recruitment fraud is a growing challenge in the digital era,
posing risks to job seekers, organizations, and the overall
labour market. This research has highlighted the prevalence,
types, and causes of recruitment-related frauds in India
while exploring the pivotal role of Human Resource
Management (HRM) practices in combating these
challenges. Fraudulent activities such as phishing scams,
fake job portals, and impersonation not only exploit
vulnerable candidates but also damage the reputation of
organizations and undermine trust in the recruitment
ecosystem.

HRM practices serve as a cornerstone for addressing these
issues, offering strategies to mitigate risks and establish
ethical hiring processes. By implementing secure
recruitment platforms, conducting rigorous background
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checks, and educating job seekers, HR professionals can
play an active role in preventing fraud. Additionally,
adhering to regulatory frameworks, such as the IT Act, IPC
provisions, and data protection laws, ensures compliance
and reduces vulnerabilities to cybercrimes.

The study also emphasizes the importance of collaboration
between HR teams, IT departments, and government
agencies to create a robust defence against recruitment
fraud. Best practices, such as transparency in job
advertisements, ethical communication with candidates, and
grievance redressal mechanisms, further strengthen the
recruitment process.

In conclusion, combating recruitment fraud requires a multi-
faceted approach involving technology, education, and
ethical HRM practices. Organizations that prioritize secure
and transparent recruitment processes not only safeguard
candidates but also enhance their own credibility and
operational efficiency. By fostering a culture of trust and
integrity, the recruitment landscape in India can become
more secure and resilient against fraud.
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